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METHODS, SYSTEMS, AND COMPUTER
PROGRAM PRODUCTS FOR
INTERCEPTING, IN A CARRIER NETWORK,
DATA DESTINED FOR A MOBILE DEVICE
TO DETERMINE PATTERNS IN THE DATA

BACKGROUND

The present disclosure relates generally to computer sys-
tem and network security and, more particularly, to methods,
systems, computer program products for an enterprise to
manage access to its data via mobile devices.

An enterprise’s data is one of the most sensitive and valu-
able resources belonging to the enterprise. To protect the data
that is went, received, and stored on mobile devices, various
device management solutions have been developed. These
solutions typically rely on products that rely on software
clients that reside on the device to manage, encrypt, contain-
erize, and protect mobile data stored on the device. For
example, some products rely on a client that is downloaded to
the mobile device, which receives configuration information
from a server residing in the enterprise that also acts as a
firewall for the mobile device. Other products use the con-
tainer approach, which means that the only way to access
enterprise data is through an application residing on a device,
which communicates with an associated application residing
on an enterprise server. Whether a client based approach is
used or a container based approach is used, neither of these
solutions involve the carrier network over which the enter-
prise data is communicated to the mobile device.

SUMMARY

It should be appreciated that this Summary is provided to
introduce a selection of concepts in a simplified form, the
concepts being further described below in the Detailed
Description. This Summary is not intended to identify key
features or essential features of this disclosure, nor is it
intended to limit the scope of the disclosure.

Some embodiments provide a method comprising: inter-
cepting, in a carrier network, data communicated from a
sending entity and destined for a mobile device, comparing
the data that has been intercepted with a data pattern to deter-
mine whether the data that has been intercepted matches the
data pattern, and blocking the data that has been intercepted
from reaching the mobile device when the data that has been
intercepted matches the data pattern.

In other embodiments, the method further comprises: quar-
antining the data that has been intercepted for a defined time
period when the data that has been intercepted matches the
data pattern.

In still other embodiments, the data that has been inter-
cepted comprises first data and the method further comprises:
generating second data based on the first data and sending the
second data to the mobile device.

In still other embodiments, generating the second data
comprises: changing the first data in a pre-defined way asso-
ciated with the data pattern.

In still other embodiments, the second data comprises a
pre-defined response that is associated with the data pattern.

In still other embodiments, the method further comprises:
notifying the sending entity that the data that has been inter-
cepted has been blocked from reaching the mobile device.

In still other embodiments, notifying the sending entity
comprises: sending a short message service message to a
security administrator associated with the sending entity.
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In still further embodiments, the short message service
message comprises a portion of the data that has been inter-
cepted.

In still other embodiments, notifying the sending entity
comprises: sending voice over Internet Protocol packets to a
security administrator associated with the sending entity.

In still other embodiments, the voice over Internet Protocol
packets comprises a portion of the data that has been inter-
cepted.

In still other embodiments, the method further comprises:
modifying the data pattern responsive to action taken by the
sending entity responsive to the sending entity being notified
that the data that has been intercepted has been blocked from
reaching the mobile device.

In still other embodiments, the method further comprises:
generating the data pattern responsive to input from the send-
ing entity.

Further embodiments provide a system, comprising a pro-
cessor and a memory coupled to the processor and compris-
ing computer readable program code embodied in the
memory that when executed by the processor causes the
processor to perform operations. The operations comprise
intercepting, in a carrier network, data communicated from a
sending entity and destined for a mobile device, comparing
the data that has been intercepted with a data pattern to deter-
mine whether the data that has been intercepted matches the
data pattern, and blocking the data that has been intercepted
from reaching the mobile device when the data that has been
intercepted matches the data pattern.

In still further embodiments, the operations further com-
prise: quarantining the data that has been intercepted for a
defined time period when the data that has been intercepted
matches the data pattern.

In still further embodiments, the data that has been inter-
cepted comprises first data and the operations further com-
prise: generating second data based on the first data and
sending the second data to the mobile device.

In still further embodiments, the operations further com-
prise: notifying the sending entity that the data that has been
intercepted has been blocked from reaching the mobile
device.

Other embodiments provide an article of manufacture,
comprising a tangible computer readable storage medium,
which comprises computer readable program code embodied
in the medium that when executed by a processor causes the
processor to perform operations comprising: intercepting, in
a carrier network, data communicated from a sending entity
and destined for a mobile device, comparing the data that has
been intercepted with a data pattern to determine whether the
data that has been intercepted matches the data pattern, and
blocking the data that has been intercepted from reaching the
mobile device when the data that has been intercepted
matches the data pattern.

In still other embodiments, the operations further com-
prise: quarantining the data that has been intercepted for a
defined time period when the data that has been intercepted
matches the data pattern.

In still other embodiments, the data that has been inter-
cepted comprises first data and the operations further com-
prise: generating second data based on the first data and
sending the second data to the mobile device.

In still other embodiments, the operations further com-
prise: notifying the sending entity that the data that has been
intercepted has been blocked from reaching the mobile device

Other methods, systems, articles of manufacture, and/or
computer program products according to embodiments of the
invention will be or become apparent to one with skill in the
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art upon review of the following drawings and detailed
description. It is intended that all such additional systems,
methods, and/or computer program products be included
within this description, be within the scope of the present
invention, and be protected by the accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS

Other features of exemplary embodiments will be more
readily understood from the following detailed description of
specific embodiments thereof when read in conjunction with
the accompanying drawings, in which:

FIG. 1is a block diagram of a communication network that
includes a Mobile Data Management Intelligent Processor
(MDM-IP) in the carrier network according to some embodi-
ments;

FIG. 2 is a block diagram that illustrates a software/hard-
ware architecture for the MDM-IP according to some
embodiments

FIGS. 3 and 4 are flowcharts that illustrate operations of the
MDM-IP for intercepting, in a carrier network, data destined
for a mobile device to determine patterns in the data accord-
ing to some embodiments.

DETAILED DESCRIPTION

While the invention is susceptible to various modifications
and alternative forms, specific embodiments thereof are
shown by way of example in the drawings and will herein be
described in detail. It should be understood, however, that
there is no intent to limit the invention to the particular forms
disclosed, but on the contrary, the invention is to cover all
modifications, equivalents, and alternatives falling within the
spiritand scope of the invention as defined by the claims. Like
reference numbers signify like elements throughout the
description of the figures.

As used herein, the singular forms “a,” “an,” and “the” are
intended to include the plural forms as well, unless expressly
stated otherwise. It should be further understood that the
terms “comprises” and/or “comprising” when used in this
specification is taken to specify the presence of stated fea-
tures, integers, steps, operations, elements, and/or compo-
nents, but does not preclude the presence or addition of one or
more other features, integers, steps, operations, elements,
components, and/or groups thereof. It will be understood that
when an element is referred to as being “connected” or
“coupled” to another element, it can be directly connected or
coupled to the other element or intervening elements may be
present. Furthermore, “connected” or “coupled” as used
herein may include wirelessly connected or coupled. As used
herein, the term “and/or” includes any and all combinations
of one or more of the associated listed items.

Unless otherwise defined, all terms (including technical
and scientific terms) used herein have the same meaning as
commonly understood by one of ordinary skill in the art to
which this invention belongs. It will be further understood
that terms, such as those defined in commonly used dictio-
naries, should be interpreted as having a meaning that is
consistent with their meaning in the context of the relevant art
and this specification and will not be interpreted in an ideal-
ized or overly formal sense unless expressly so defined
herein.

Exemplary embodiments may be embodied as methods,
systems, and/or computer program products. Accordingly,
exemplary embodiments may be embodied in hardware and/
or in software (including firmware, resident software, micro-
code, etc.). Furthermore, exemplary embodiments may take
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the form of a computer program product comprising a com-
puter-usable or computer-readable storage medium having
computer-usable or computer-readable program code
embodied in the medium for use by or in connection with an
instruction execution system. In the context of this document,
a computer-usable or computer-readable medium may be any
medium that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the
instruction execution system, apparatus, or device.

The computer-usable or computer-readable medium may
be, for example but not limited to, an electronic, magnetic,
optical, electromagnetic, infrared, or semiconductor system,
apparatus, device, or propagation medium. More specific
examples (a nonexhaustive list) of the computer-readable
medium would include the following: an electrical connec-
tion having one or more wires, a portable computer diskette,
a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory
(EPROM or Flash memory), an optical fiber, and a portable
compact disc read-only memory (CD-ROM). Note that the
computer-usable or computer-readable medium could even
be paper or another suitable medium upon which the program
is printed, as the program can be electronically captured, via,
for instance, optical scanning of the paper or other medium,
then compiled, interpreted, or otherwise processed in a suit-
able manner, if necessary, and then stored in a computer
memory.

As used herein, the term “mobile device” may include a
satellite or cellular radiotelephone with or without a multi-
line display; a Personal Communications System (PCS) ter-
minal that may combine a cellular radiotelephone with data
processing, facsimile and data communications capabilities;
a PDA that can include a radiotelephone, pager, Internet/
intranet access, Web browser, organizer, calendar and/or a
global positioning system (GPS) receiver; and a conventional
laptop and/or palmtop receiver or other appliance that
includes a radiotelephone transceiver. Mobile devices may
also be referred to as “pervasive computing” devices.

As used herein, the term “carrier network™ refers to the
proprietary network infrastructure belonging to a telecommu-
nication service provider, such as, for example, AT&T. Tele-
communication service providers are authorized to operate
their carrier networks by regulatory agencies. Specific device
types serviced by a carrier network include, but are not lim-
ited to, telephony equipment, community access television
receivers, satellite television receivers, mobile computing
devices, personal computers, laptop computers, tablet com-
puters, medical equipment, surveillance equipment, and the
like. The long-distance signal-conveying medium and equip-
ment in a carrier network may be called the network back-
bone.

Some embodiments described herein stem from a realiza-
tion that a carrier network operator is in a unique position to
manage, restrict, and encrypt data as it traverses through the
core or backbone data network. In some embodiments, a
Mobile Data Management Intelligent Processor (MDM-IP)
may be included in a carrier network and used to intercept and
inspect data as it is sent from an enterprise to a mobile device.
In particular, the data may be intercepted and compared to one
ormore pre-defined data patterns. Ifthe data is found to match
one or more of the patterns, then the MDM-IP may take one
or more actions, including, but not limited to, quarantining
the data, modifying the data (modifying a portion of the data
or substituting different data, i.e., a different message), noti-
fying the enterprise, and the like. In accordance with various
embodiments, the enterprise can be notified using a Short
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Message Service (SMS) message and/or Voice over Internet
Protocol (VoIP) packets that may also include a portion or all
of the intercepted data.

Referring now to FIG. 1, a communication network 100
includes an MDM-IP 120 that is configured to intercept and
inspect data as it is sent from an enterprise server 130 in an
enterprise network 140 to one or more mobile devices 140a
and 1405. In particular, as shown in FIG. 1, the mobile devices
140a and 1405 communicate with the enterprise server 130
over a carrier network 160. The carrier network 160 may
represent a global network, such as the Internet, or other
publicly accessible network. Furthermore, the carrier net-
work 160 may represent a combination of public and private
networks, such as a wide area network, local area network,
Intranet, virtual private network (VPN), and/or other private
network. The carrier network 160 includes wireless base sta-
tion transceivers 180a and 1804 that may facilitate wireless
communication with the mobile devices 140a and 1405.
Although only two mobile devices 140a and 1405 are shown,
it will be understood that the carrier network may support
large numbers of mobile devices according to some embodi-
ments.

The authentication server 120 is equipped with a memory
190 that is representative of the one or more memory devices
containing the software and data used to intercept and inspect
data as it is sent from the enterprise server 130 to the mobile
devices 140q and 14056. The memory 190 may include, but is
not limited to, the following types of devices: cache, ROM,
PROM, EPROM, EEPROM, flash, SRAM, and DRAM. As
shown in FIG. 2, the memory 190 may contain a mobile data
manager module 195 that is configured to intercept data com-
municated from the enterprise server 130 and destined for one
of the mobile devices 180a, 1805, compare the data that has
been intercepted with one or more pre-defined data patterns to
determine whether there is a match, and to block the data that
has been intercepted from reaching the mobile device 180a,
1805 that was the intended destination.

It will be appreciated that in accordance with various
embodiments, each of the enterprise server 130 and the
MDM-IP 120 may be implemented as a single server, sepa-
rate servers, or a network of servers either co-located in a
server farm, for example, or located in different geographic
regions.

Although FIG. 1 illustrates an exemplary communication
network and an exemplary hardware/software architecture
that may be used in a data processing system, such as the
MDM-IP 120, for intercepting and inspecting data as it is sent
from an enterprise server 130 in an enterprise network 140 to
one or more mobile devices 140a and 1405 through a carrier
network 160, it will be understood that embodiments of the
present invention are not limited to such a configuration but
are intended to encompass any configuration capable of car-
rying out operations described herein.

FIG. 2 illustrates a processor 200 and memory 205 that
may be used in embodiments of a data processing system,
such as the MDM-IP 120 of FIG. 1, for implementing various
functionality of the MDM-IP 120 in accordance with some
embodiments. The processor 200 communicates with the
memory 205 via an address/data bus 204. The processor 200
may be, for example, a commercially available or custom
microprocessor. The memory 205 is representative of the one
or more memory devices containing the software and data
used to intercept and inspect data as it is sent from an enter-
prise server in an enterprise network to one or more mobile
devices through a carrier network in accordance with some
embodiments. The memory 205 may include, but is not lim-

10

15

20

25

30

35

40

45

50

55

60

65

6

ited to, the following types of devices: cache, ROM, PROM,
EPROM, EEPROM, flash, SRAM, and DRAM.

As shown in FIG. 2, the memory 205 may contain six or
more categories of software and/or data: an operating system
206, a matching engine module 208, a notification module
210, aknowledge engine module 212, captured data 214, and
data patterns 216. The operating system 206 generally con-
trols the operation of the data processing system. In particu-
lar, the operating system 206 may manage the data processing
system’s software and/or hardware resources and may coor-
dinate execution of programs by the processor 200.

The matching engine 208 may intercept data sent from the
enterprise server 130 to a mobile device 1404, 1405 in real
time as the data is passing through the carrier network 160.
The intercepted data is stored in the captured data module 214
for a period of time in accordance with the preferences of the
sending entity (e.g., the enterprise customer) and compared
with one or more pre-defined data patterns 216. In accordance
with some embodiments, the operator of the carrier network
160 may provide one or more of the pre-defined data patterns
216 to identify potential types of data that an enterprise would
not want to be accessed using a mobile device. The operator
of the carrier network 160 may also allow the enterprise
customer to define one or more of the pre-defined data pat-
terns 216 that the customer wishes to detect. The matching
engine module 208 compares the intercepted data that is
stored in the captured data module 214 with the one or more
pre-defined data patterns 216 to determine if there is a match.
As described in further detail hereafter, the matching engine
may take various types of actions if there is a match between
the intercepted data and one or more of the data patterns 216
including, but not limited to, blocking the intercepted data
from reaching the mobile device that was the intended desti-
nation for the intercepted data, quarantining the intercepted
data, generating new data for the mobile device, notifying the
data sending entity (i.e., the enterprise customer), and modi-
fying one or more of the existing data patterns or generating
new data patterns based on input and/or observed behavior of
the data sending entity.

The notification module 210 may notify the sending entity
(i.e., the enterprise customer) when there has been a match
between the intercepted data and one or more of the pre-
defined data patterns 216 and the intercepted data has been
blocked from reaching the destination mobile device.

The knowledge engine module 212 may update the pre-
defined data patterns 216 and/or add generate new data pat-
terns 216 based on input from the sending entity (e.g., the
enterprise customer) and/or based on observing actions taken
by the sending entity in response to being notified that certain
intercepted data has been blocked in the carrier network due
to a match with one or more pre-defined data patterns 216.

Although FIG. 2 illustrates an exemplary hardware/soft-
ware architecture that may be used in data processing sys-
tems, such as the MDM-IP 120 of FIG. 1, for implementing
various functionality of the MDM-IP 120 in accordance with
some embodiments, it will be understood that the present
invention is not limited to such a configuration but is intended
to encompass any configuration capable of carrying out
operations described herein. Moreover, the functionality of
the MDM-IP of FIG. 1 and the hardware/software architec-
ture of FIG. 2 may be implemented as a single processor
system, a multi-processor system, a multi-core processor sys-
tem, or even a network of stand-alone computer systems, in
accordance with various embodiments.

Computer program code for carrying out operations of data
processing systems and servers described above with respect
to FIGS. 1 and 2, such as the MDM-IP 120, may be written in
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a high-level programming language, such as Java, C, and/or
C++, for development convenience. In addition, computer
program code for carrying out operations of the present
invention may also be written in other programming lan-
guages, such as, but not limited to, interpreted languages.
Some modules or routines may be written in assembly lan-
guage or even micro-code to enhance performance and/or
memory usage. Embodiments described herein, however, are
not limited to any particular programming language. It will be
further appreciated that the functionality of any or all of the
program modules may also be implemented using discrete
hardware components, one or more application specific inte-
grated circuits (ASICs), or a programmed digital signal pro-
cessor or microcontroller.

Exemplary embodiments are described herein with refer-
ence to flowchart and/or block diagram illustrations of meth-
ods, systems, and computer program products in accordance
with exemplary embodiments. These flowchart and/or block
diagrams further illustrate exemplary operations for inter-
cepting and inspecting data as it is sent from a sending entity,
such as an enterprise server 130 in an enterprise network 140,
to one or more mobile devices 140a and 1405 through a
carrier network 160, in accordance with some embodiments.
It will be understood that each block of the flowchart and/or
block diagram illustrations, and combinations of blocks in the
flowchart and/or block diagram illustrations, may be imple-
mented by computer program instructions and/or hardware
operations. These computer program instructions may be pro-
vided to a processor of a general purpose computer, a special
purpose computer, or other programmable data processing
apparatus to produce a machine, such that the instructions,
which execute via the processor of the computer or other
programmable data processing apparatus, create means and/
or circuits for implementing the functions specified in the
flowchart and/or block diagram block or blocks.

These computer program instructions may also be stored in
a computer usable or computer-readable memory that may
direct a computer or other programmable data processing
apparatus to function in a particular manner, such that the
instructions stored in the computer usable or computer-read-
able memory produce an article of manufacture including
instructions that implement the function specified in the flow-
chart and/or block diagram block or blocks.

The computer program instructions may also be loaded
onto a computer or other programmable data processing
apparatus to cause a series of operational steps to be per-
formed on the computer or other programmable apparatus to
produce a computer implemented process such that the
instructions that execute on the computer or other program-
mable apparatus provide steps for implementing the func-
tions specified in the flowchart and/or block diagram block or
blocks.

Referring now to FIG. 3, exemplary operations for inter-
cepting and inspecting data as it is sent from a sending entity
to one or more mobile devices through a carrier network begin
at block 300 where the MDM-IP 120 uses the matching
engine 208 to intercept data sent from a sending entity, such
as the enterprise server 130, to mobile device, such as one of
the mobile devices 140a and 1405. At block 310, the match-
ing engine 208 compares the intercepted data with one or
more pre-defined data patterns 216 to determine if there is a
match. Ifthere is a match, the matching engine 208 blocks the
intercepted data from reaching the intended destination
mobile device at block 320. The sending entity, therefore, can
protect certain types of data that are identifiable through
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patterns from being accessed through mobile devices, which
may not contain the level of security that the enterprise
desires.

FIG. 4 is a flowchart that illustrates operations of the
MDM-IP 120 in comparing the intercepted data with the data
patterns 216 and actions taken in response thereto in further
detail according to some embodiments. Operations begin at
block 400 where the matching engine 208 determines
whether data that has been intercepted from a sending entity
(e.g., the enterprise server 130) to a mobile device (e.g.,
mobile device 140a, 1405) matches one or more of the pre-
defined data patterns 216. If there is not a match, then the data
is allowed to pass through the carrier network 160 for delivery
to the destination mobile device at block 405. If the inter-
cepted data does match one or more of the pre-defined data
patterns 216, then the MDM-IP 120 performs one or more
actions at block 410. One possible action is the MDM-IP 120
quarantines the intercepted data in the captured data module
214 for a period of time at block 420. Another possible action
is that the MDM-IP 120 generates new data for the mobile
device at block 430. The new data may be generated based on
the intercepted data. For example, the new data may be gen-
erated by modifying or altering the intercepted data and the
modified/altered data can then be sent to the destination
mobile device. In other embodiments, the one or more data
pattern(s) that the intercepted data matches may have a pre-
defined response message associated therewith that can be
sent to the destination mobile device.

Still another possible action is that the MDM-IP 120 noti-
fies the sending entity (e.g., the enterprise customer) at block
440 that a mobile device has attempted to access enterprise
data and the data has been intercepted in the carrier network
160 due to the data matching one or more pre-defined data
patterns 216. In accordance with various embodiments, the
enterprise can be notified using a SMS message and/or VoIP
packets that may also include a portion or all of the inter-
cepted data.

Still another possible action is that the MDM-IP 120 modi-
fies one or more of the data patterns and/or generates new data
patterns based on input received from the sending entity (e.g.,
the enterprise customer) and/or observing actions taken by
the sending entity. For example, the knowledge engine mod-
ule 212 may observe that a security administrator for the
sending entity re-sends a portion of intercepted data that was
blocked by the MDM-IP 120 so as not to be caught by one or
more of the pre-defined data patterns 216. The knowledge
engine module 212 may, in response to this observation,
modify one or more of the pre-defined data patterns to so that
only the portion of data that the sending entity wishes to be
blocked is blocked and the remaining data is allowed to reach
the destination mobile device.

The flowcharts of FIGS. 3 and 4 illustrate the architecture,
functionality, and operations of some embodiments of meth-
ods, systems, and computer program products for intercept-
ing, in a carrier network, data destined for a mobile device to
determine patterns in the data. In this regard, each block
represents a module, segment, or portion of code, which
comprises one or more executable instructions for imple-
menting the specified logical function(s). It should also be
noted that in other implementations, the function(s) noted in
the blocks may occur out of the order noted in FIGS. 3 and 4.
For example, two blocks shown in succession may, in fact, be
executed substantially concurrently or the blocks may some-
times be executed in the reverse order, depending on the
functionality involved.

According to some embodiments described above, an
operator of a carrier network may incorporate and MDM-IP
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to intercept enterprise data, for example, that a mobile device
is attempting to access. The MDM-IP is configured to use
pre-defined data patterns to act as a type of filter to block
certain data from reaching the mobile device while allowing
other data to pass through the carrier network and reach the
mobile device. The enterprise may provide input to configure
the pre-defined data patterns to control what data is accessible
to mobile devices and what data is restricted from access via
amobile device. In addition, the MDM-IP may learn new data
patterns to restrict based on actions by and/or direct input
from the enterprise. The MDM-IP may also communicate
with the enterprise to notify the enterprise that certain data has
been intercepted and blocked from reaching a mobile device
using, for example, a short message service center (SMSC), a
mobile switching center (MSC), Signaling System 7 (SS7)
networks, and the like.

Many variations and modifications can be made to the
preferred embodiments without substantially departing from
the principles of the present invention. All such variations and
modifications are intended to be included herein within the
scope of the present invention, as set forth in the following
claims.

That which is claimed:
1. A method, comprising:
intercepting, in a carrier network, data communicated from
a sending entity and destined for a mobile device;

comparing the data that has been intercepted with a data
pattern to determine whether the data thathas been inter-
cepted matches the data pattern;

blocking the data that has been intercepted from reaching

the mobile device when the data that has been inter-
cepted matches the data pattern;

notifying the sending entity that the data that has been

intercepted has been blocked from reaching the mobile
device; and

modifying the data pattern responsive to action taken by

the sending entity responsive to the sending entity being
notified that the data that has been intercepted has been
blocked from reaching the mobile device.

2. The method of claim 1, further comprising:

quarantining the data that has been intercepted for a

defined time period when the data that has been inter-
cepted matches the data pattern.

3. The method of claim 1, wherein the data that has been
intercepted comprises first data, the method further compris-
ing:

generating second data based on the first data; and

sending the second data to the mobile device.

4. The method of claim 3, wherein generating the second
data comprises changing the first data in a pre-defined way
associated with the data pattern.

5. The method of claim 3, wherein the second data com-
prises a pre-defined response that is associated with the data
pattern.

6. The method of claim 1, wherein notifying the sending
entity comprises:

sending a short message service message to a security

administrator associated with the sending entity.

7. The method of claim 6, wherein the short message ser-
vice message comprises a portion of the data that has been
intercepted.

8. The method of claim 1, wherein notifying the sending
entity comprises:

sending voice over internet protocol packets to a security

administrator associated with the sending entity.
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9. The method of claim 8, wherein the voice over internet
protocol packets comprise a portion of the data that has been
intercepted.

10. The method of claim 1, further comprising:

generating the data pattern responsive to input from the
sending entity.

11. A system, comprising:

a processor; and

a memory coupled to the processor and comprising com-
puter readable program code embodied in the memory
that when executed by the processor causes the proces-
sor to perform operations comprising:

intercepting, in a carrier network, data communicated from
a sending entity and destined for a mobile device;

comparing the data that has been intercepted with a data
pattern to determine whether the data thathas been inter-
cepted matches the data pattern;

blocking the data that has been intercepted from reaching
the mobile device when the data that has been inter-
cepted matches the data pattern;

notifying the sending entity that the data that has been
intercepted has been blocked from reaching the mobile
device; and

modifying the data pattern responsive to action taken by
the sending entity responsive to the sending entity being
notified that the data that has been intercepted has been
blocked from reaching the mobile device.

12. The system of claim 11, wherein the operations further

comprise:

quarantining the data that has been intercepted for a
defined time period when the data that has been inter-
cepted matches the data pattern.

13. The system of claim 11, wherein the data that has been
intercepted comprises first data, the operations further com-
prising:

generating second data based on the first data; and

sending the second data to the mobile device.

14. The system of claim 13, wherein the operations further
comprise generating the second data by changing the first
data in a pre-defined way associated with the data pattern.

15. The system of claim 11, wherein the operations further
comprise notifying the sending entity by sending a short
message service message to a security administrator associ-
ated with the sending entity.

16. The system of claim 11, wherein the operations further
comprise notifying the sending entity by sending voice over
internet protocol packets to a security administrator associ-
ated with the sending entity.

17. An article of manufacture, comprising:

a non-transitory computer readable storage medium com-
prising instructions, which, when loaded and when
executed by a processor, cause the processor to perform
operations comprising:

intercepting, in a carrier network, data communicated from
a sending entity and destined for a mobile device;

comparing the data that has been intercepted with a data
pattern to determine whether the data thathas been inter-
cepted matches the data pattern;

blocking the data that has been intercepted from reaching
the mobile device when the data that has been inter-
cepted matches the data pattern;

notifying the sending entity that the data that has been
intercepted has been blocked from reaching the mobile
device; and

modifying the data pattern responsive to action taken by
the sending entity responsive to the sending entity being
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notified that the data that has been intercepted has been
blocked from reaching the mobile device.

18. The article of manufacture of claim 17, wherein the
operations further comprise:

quarantining the data that has been intercepted for a

defined time period when the data that has been inter-
cepted matches the data pattern.

19. The article of manufacture of claim 17, wherein the
data that has been intercepted comprises first data, the opera-
tions further comprising:

generating second data based on the first data; and

sending the second data to the mobile device.

20. The article of manufacture of claim 19, wherein the
operations further comprise generating the second data by
changing the first data in a pre-defined way associated with
the data pattern.

10

15

12



